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1. Our Commitment

SHUN HU Technology Co., Ltd is committed to the security of the products and firmware we develop. We
encourage security researchers, customers, and partners to responsibly report potential security

vulnerabilities to us so that we can investigate, remediate, and reduce risk to our users.

This policy describes how to report vulnerabilities, our handling process, and our response commitments.
This is not a bug bounty program; unless otherwise announced in writing, we do not commit to providing

any reward or compensation.

2. Scope

In Scope Out of Scope

Third-party websites, cloud platforms, or open-source

Transmitter — K Series & Receiver — HS Series ) L
projects, unless explicitly included

Products or versions that have been discontinued and

https://www.juuko.com.tw,
ps:// ) / not otherwise announced

Employee or customer devices, non-public office

Assets confirmed in writing by us as testable . .
systems, and physical premises

If you are unsure whether a particular asset is in scope, please contact us first, and do not begin testing

until you have received written confirmation.

3. Safe Harbor for Good-Faith Research

Safe harbor: If you comply with this policy, take reasonable measures to avoid damage to systems or

products, access only the minimum data necessary to demonstrate a vulnerability, and cooperate with us
on coordinated disclosure, we will consider your activity to be good-faith security research and will not
pursue legal action solely because of such compliant research. This commitment does not limit the legal
rights of third parties, nor does it exempt any conduct that violates applicable law.

If, during testing, you unintentionally access sensitive data, gain additional privileges, or affect the normal

operation of a product, please stop all testing immediately and notify us.
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4. Acceptable and Prohibited Conduct

Acceptable

e Test only the minimum scope necessary to confirm a vulnerability.
e Prefer your own accounts, test data, and non-production environments.
e Maintain a reasonable rate of testing to avoid affecting other users.

e Transmit necessary evidence through secure channels and cooperate with subsequent verification.

Prohibited or Unauthorized

o Denial of service, stress testing, traffic flooding, or other activities that affect availability.

e Social engineering, phishing, physical intrusion, impersonation, threats, or extortion.

e Accessing, downloading, modifying, deleting, or disclosing personal or confidential data beyond what
is necessary to demonstrate a vulnerability.

e Installing malware, backdoors, or persistence mechanisms, or using a vulnerability to attack third
parties.

e Publicly disclosing technical details, proof-of-concept, or exploit code sufficient to enable exploitation
before coordination is complete.

If loss or a significant incident results from carrying out any “prohibited or unauthorized” action, we bear

no responsibility for that action and reserve the right to pursue legal accountability against the responsible

party.

5. How to Report

Reporting Channel Information

Email info@juuko.com.tw

Please try to provide:

e Your contact information, along with your preferences regarding anonymity and acknowledgment.
e The product name, hardware version, firmware version, or related software tools.

e The type of vulnerability, its potential security impact, and the preconditions required to trigger it.
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e Steps to reproduce, proof-of-concept, and test conditions.
e Whether any data was accessed, any impact caused, whether other organizations have been notified,

and any plans for public disclosure.

Please do not send directly: account passwords, private keys, complete personal data, customer databases,
or sensitive content beyond what is necessary to confirm the vulnerability. If you need to transmit large
files or highly sensitive proof-of-concept material, please contact us first to obtain a secure transfer
channel.

If a report cannot be verified due to incomplete information, we reserve the right to defer opening a case,

subject to our available resources.

6. How We Handle Reports

We will assign a case owner, protect undisclosed information, and prioritize handling based on risk.

Milestone Service Target

Acknowledge Receipt Within 5 business days

Initial Review & Case Owner Assignment Within 10 business days

Initial Validation or Request for Additional Information | Within 15 business days

At least every 60 days, or whenever there is significant
Subsequent Status Updates
progress

o Scheduled based on risk, technical complexity, vendor,
Patch or Mitigation
and product support status

. ) In principle, within 90 days of receiving sufficient
Coordinated Disclosure ) ) . N
information, or as otherwise agreed in writing

The timelines above are targets, not fixed guarantees. If a case involves known exploitation, significant
security risk, or a regulatory deadline, we will raise its priority; if more time is required, we will do our best

to explain why and provide the date of our next update.

Public Document | Version V1.0 | Page 4



[SHUN HU Technology Co., Ltd JUUKO)] | Product Security

7. Coordinated Disclosure

e Before both parties have completed patch verification and coordination, please do not disclose
without authorization any technical details, proof-of-concept, or exploit code sufficient to enable an
attack or exploitation.

e The timing of vulnerability disclosure will be determined based on a combination of factors, including
the progress of firmware patch development, the reasonable time customers need to download or
update, the product’ s lifecycle (support period), the patch progress of the supply chain (e.g., chip
vendors/original manufacturers), and applicable legal requirements.

e If the parties disagree on the disclosure timeline, we will communicate proactively and in good faith; if
necessary, we may request arbitration and coordination assistance from an appropriate third-party
organization.

o If we discover that the vulnerability has already been actively exploited, that customers face an
immediate security risk, or upon request from a competent authority or legal requirement, we may
take emergency response measures and release a security advisory or protective guidance ahead of

schedule.

8. Privacy and Acknowledgment

We will only use the personal information provided by a reporter for vulnerability investigation,
remediation coordination, acknowledgment communications, and fulfilling legal obligations, and we
strictly comply with the data protection principles of Taiwan’ s Personal Data Protection Act and the EU
General Data Protection Regulation (GDPR). Except with the reporter’ s prior written consent, as expressly
required by law, or as necessary to address a significant security risk, we will never disclose a reporter’ s

true identity to any third party.

If a reported vulnerability is verified as valid, the reporter has complied with this policy throughout, and
the reporter has expressed a wish to be acknowledged, we may credit the reporter’ s name, alias, or

affiliated organization — with their consent — in the security advisory we publish.
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9. Third-Party, Duplicate, and Non-

Reproducible Cases

If a vulnerability involves a third-party component or service, we may coordinate with the relevant vendor

or maintainer, but we cannot guarantee the third party’ s response time or patch timeline.

We may decline to accept a report at our discretion if the report format is incomplete or lacks a complete
proof-of-concept. For duplicate reports, non-security issues, unaffected cases, or cases that cannot be
reproduced, we will provide a determination within a reasonable scope; a case may be reopened if

significant new evidence emerges.

10. Policy Abuse

If activity exceeds the scope of this policy, causes ongoing damage, involves extortion, infringes on the

rights of others, or violates the law, we may suspend coordination, block access, preserve evidence, and
take any necessary action. The safe harbor for good-faith research does not apply to conduct that is

malicious, reckless, or knowingly non-compliant with this policy.

11. Contact and Policy Maintenance

Purpose Contact

Vulnerability Reporting info@juuko.com.tw

Privacy Concerns info@juuko.com.tw

This policy is maintained by our Information Security Officer and is reviewed at least annually, and

whenever there is a significant change to our products, reporting methods, or legal requirements.
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